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Regular backups to tape are essential to the data protection of any organization. For Focus, where the entire business is based on the menu layout files we produce, protection of that data is imperative. Accepted backup practice is to keep balance the ability to restore data quickly by keeping tapes on site and readily accessible with disaster preparedness by storing tapes at a secure off-site facility. 

The Focus tape backup system currently consists of an Exabyte VXA-2 jukebox capable of holding ten tapes. Each VXA 23 tape in use has a native capacity of 80GB, with a theoretical potential for 160GB when using the tape drive’s hardware compression. In practical use we have seen a maximum of approximately 110GB on a single tape, with an average of 96GB.

The current focus server has four volumes which need to be backed up: the system drive, a second drive containing employee user data, the internal RAID which stores current live menu projects, and the external firewire RAID which stores menu projects not currently in production. At the present time these disks hold just under 600GB of data. With the addition of the external RAID the potential storage capacity has risen from 650GB to 1,500GB (1.5TB).

The Current Backup System

Focus currently uses a backup tape rotation which runs on overlapping three-week cycles, with two sets of backup tapes in use at any given time and a third sent off site for safety. The first backup of a tape set’s cycle is a full backup of all data, with incremental backups following. Each tape set runs on alternating weeks to a maximum of three weeks worth of data, at the end of which it is pulled and sent off-site in exchange for the current off-site set which is then recycled. This allows for a maximum of six weeks of data on backup tape at any given time, any data older than six weeks is lost when the tapes are recycled. To illustrate (weeks run Friday to Thursday):


Week 1
Backup set A2 begins – Full backup (A1 tapes already off-site)


Week 2
Backup set B1 runs 3rd week of incremental backups


Week 3
Backup set A2 runs 2nd week of incremental backups, B1 sent off-site


Week 4
Backup set B2 begins – Full backup (A1 tapes recycled)


Week 5
Backup set A2 runs 3rd week of incremental backups


Week 6
Backup set B2 runs 2nd week of incremental backups, A2 sent off-site


Week 7
Backup set A3 begins – Full backup (B1 tapes recycled)

At the present storage size full backup tapes require six tapes, and a complete set with all incremental backups added requires ten tapes. To effectively serve the rotation, 30 tapes will be in active use with several spares on hand to replace any tapes that wear out. As the new storage RAID is filled the tape requirements will naturally increase, although in theory only for the full backup sets as the data on the RAID will essentially be static.

This backup plan is a good balance of data restoration potential and economical tape usage as several weeks of current tapes are on hand at any give time, but only enough tapes to cover three rotations are needed. The weakness is in long-term archiving of data as tapes are only held off-site for three weeks, and at any time the ability to restore data goes back to only six weeks in the past.

Costs for this plan are minimal as most of the tapes we will use for the next year are already in use. 

Proposed Plan

To maximize data retention and safety, longer term off-site storage should be implemented. A more aggressive full and incremental backup schedule would be implemented, and data would be kept on-site for eight weeks. The proposed backup rotation would be run with eight consecutive one-week cycles, with each weekly cycle beginning with a full backup and running incrementals for the rest of each week. Every fourth week a separate full backup would be run, and that set of tapes would be sent to an off-site storage facility and retained for one year. 

Tape usage for each cycle will be similar to the current plan, with each set being slightly smaller due to two fewer weeks of incremental backups. Overall tape usage will go up, however, as there will be one full backup set sent off-site every four weeks, and eight one-week sets on hand at all times. To illustrate (again, weeks run Friday to Thursday):


Week 1:
Backup set A


Week 2:
Backup set B


Week 3:
Backup set C


Week 4:
Backup set D, Off-site set A


Week 5:
Backup set E


Week 6:
Backup set F


Week 7:
Backup set G


Week 8:
Backup set H, Off-site set B


Week 9:
Backup set A (recycled)

This plan gives an excellent restoration potential by keeping 8 weeks of current backups on-stie and accessible. In addition it has increased data safety by storing backups off-site for a full year. The trade off for data security is in tape cost, at current storage levels it would require 64 tapes for the eight week running cycle, and six tapes for each off-site set for a total of 136 tapes for the year. Again, as storage usage on the server increases, so does the number of tapes necessary to back up that data.

Alternatives

The current and proposed plans are either end of the backup choice spectrum. A number of modifications could be made to either plan to balance tape usage with data storage and safety. Increased off-site storage of tapes is highly recommended for longer term safety of the data. Rolling a monthly full backup to be sent off-site and stored for one year would require adding a minimum of 72 tapes, for a total usage of 92 tapes plus spares.

